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Basic Street Sense 

· Wherever you are - on the street, in an office building or shopping mall, driving, waiting for a bus or subway - stay alert and tuned in to your surroundings. 

· Send the message that you're calm, confident, and know where you're going. 

· Trust your instincts. If something or someone makes you uneasy, avoid the person or leave 

· Know the neighborhoods where you live and work. Check out the locations of police and fire stations, public telephones, hospitals, or stores that are open late. 

· Look confident. Walk with your head up, as if you know where you are going. Keep your hands free - don't walk about with them in your pockets. 

· Keep to well-used roads. Don't use alleyways or short cuts. 

· Think ahead and plan your journey, avoiding deserted areas. 

· In the dark, always stick to well-lit areas. 

· If you think you are being followed, cross the road. 

· If you start to be frightened, try not to panic. Always try to think around situations. 

Public Transport 

· Use well-lighted, busy stops.

· If someone harasses you, don't be embarrassed. Look for help around you. 

· Watch who gets off with you. If you feel uneasy, walk directly to a place where there are other people. 

Travel Tips 

· It is always worth letting someone know where you are going, the route you intend to take and when you expect to return. Plan your journeys - work out how to get there and back.

· Put aside enough money for the return fare. 

· If you lose your fare money or ticket, speak to the driver/guard/ticket officer and explain. Carry some identification on you to prove that you are genuine. 

· Never be tempted to walk home alone, especially if it's dark or you are unsure of the area. 

If Someone Tries To Rob You 

· Report the crime to the police. Try to describe the attacker accurately. Your actions can help prevent others from becoming victims. 
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	Buying A Used Car
· Always ask to see proof of the seller's identity and address - an official letter or driving licence, for example. 

· Make sure the car's Vehicle Identification Number (chassis number) matches that on the registration document. 

· Never let the seller bring the car to you, as you may need to confirm their address details. 

· Never buy a car without the registration document. 

· Check the car's history and second-hand status. 

· If in doubt, ask some reputable organisation to inspect the car before agreeing to buy. You may also get in touch with the Detective Department and ask for details of the car.

Common Car sense 

· Keep your car in good running condition. Make sure there's enough petrol to get where you're going and back. 

· Always roll up the windows and lock car doors, even if you're coming right back. Check inside and out before getting in. 

· Avoid parking in isolated areas. Be especially alert in parking lots and underground parking garages. If possible, always park in busy, well-lit area. 

· If you think someone is following you, don't head home. Drive to the nearest police or fire station, or other open business to get help. 

· Don't pick up hitchhikers. Don't hitchhike. 

· Never leave the car keys in the car, even for a second. Make sure they are kept in a secure place at home and at work. 

· Never leave cash, credit cards, cheque book, mobile phones, or valuables in the car. 

· Install a good quality alarm system in your car or motor cycle.
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Burglary Prevention Advice
Burglary, on the whole, is an opportunist crime. A burglar will select his target because it offers him the best opportunity to carry out his crime undetected and with the fewest number of obstacles in his way. A building that presents itself as unoccupied and insecure is far more likely to be targeted than one that is properly secured. If you take the precautions outlined below, a thief will quickly see what he is up against and probably look for an easier target. Be aware of the need to protect your home and yourself at all times

1. Install good quality locks. 

2. Consider installing an intruder alarm system. 

3. Display your house number clearly to enable emergency vehicles to find your house easily. 

4. Never leave notes which a thief could read (to family, friends, etc).  

5. Don't leave keys in "hiding places" around the house for a thief to find. Leave spare keys with a trusted friend. 

6. Keep valuable documents in a bank, with a lawyer, etc. 

7. Don't leave your house keys with your car keys when having your vehicle serviced or when using a parking station. 

8. Never keep large sums of cash or easily stolen valuables, such as jewelry, unprotected in your home. Keep valuables you don't often use in a bank safe deposit 

9. Lock all the doors and windows whenever you leave the house, even if it is just to go into the backyard or to the nearby shop,

Don't invite the burglar into your home. Remove temptation. Make it look as though your house is occupied. 
 

Before you go on a vacation!!
1. Tell your neighbour when and where you are going. 

2. Cancel mail, newspaper, milk etc. 

3. Give your neighbour a phone number 

4. Turn telephone sound down. 

5. Lock all doors, close all windows. 

6. Install outside lights and keep them on at night. 

7. Have a neighbour or friend pop round to clear your letterbox. 

Remember: Remove the Opportunity - Prevent the Burglary 

 

Bogus Callers
Not all burglars break into homes - some will try to trick or con their way in. They are known as bogus callers and will pretend to be on official business from respectable concerns such as the Utility Companies - Gas, Electricity and so on. They may claim to be tradesmen or workmen calling to carry out urgent repairs. Bogus callers succeed because they sound believable, so don't be fooled. Make sure in your own mind that they are who they claim to be by following these simple steps: 

1. Think before you open the door - use the door keyhole or look out of the window to see if you recognise them. 

2. Ask callers for proof of identity. Genuine tradesmen should carry some sort of identification. Check this carefully. If you are unsure, telephone the company the caller claims to represent. 

3. Beware of callers who attempt to distract you by claiming that they have seen something untoward in your rear garden or somewhere which may encourage you to leave your house - they may have an accomplice awaiting this distraction. 

4. If you are not convinced of the identity of the caller, don't let them in. Ask the caller to come back later and arrange for a friend, relative or neighbour to be present on their return or ask the caller to contact this person. 

5. What if someone asks to use your phone? Say no, and send them to the nearest phone booth. Or offer to make the call for them, locking them outside your home. 

6. When you admit a repairman or salesman, do not leave him alone for even a few minutes. 

7. If you get a 'wrong number' phone call, don't chat. Just say 'wrong number' and hang up quickly. Never give your name and address. 

Treat every stranger with caution. If you are still worried, dial 100 for the police.
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There are no precise, reliable statistics on the amount of computer crime and the economic loss to victims, partly because many of these crimes are apparently not detected by victims, many of these crimes are never reported to authorities, and partly because the losses are often difficult to calculate. Internet fraud takes many forms. The Internet's promise of substantial consumer benefits is coupled with the potential for fraud and deception. Fraud operators are opportunists who are among the first to appreciate the potential of a new technology. There is nothing new about Internet fraud, however, the size and potential market, relative ease, low cost, and speed with which a scam can be perpetrated has increased tremendously. Nevertheless, in this section we have posted some Tips for Avoiding Computer Crime, which includes suggestions for increasing the security and reliability of personal computers, as well as protection against cyber crime. 

Causes of Computer Crime
1. Sharing Identification numbers and passwords 

2. Unauthorised access from remote location (hacking) 

3. Unauthorised access by non-authorised employee 

4. Security system by-passed 

5. Poor physical security 

6. Poor system security 

7. Abuse of legitimate access 

8. Viruses etc or other willful damage by disgruntled employee or competitor 

9. Appropriate computer security changes not done when employees with access leave or are transferred. 

10. Data files and listings not held under proper security 

Recommended Prevention Measures
1. Develop and Implement appropriate system failure procedures

2. Shred computer listings after use 

3. Do not share Identification numbers and passwords 

4. Change passwords regularly 

5. Regularly monitor usage of dial-up facilities. 

6. Implement a system of controlling employees with access to data. 

7. Physical security of equipment and diskettes.

Hacking, computerized fraud and other computer crimes
A "hacker" is a dedicated programming expert who believes in sharing his expertise and experiences with other hackers. A hacker does not believe in vandalizing or maliciously destroying data, or in stealing data of any kind. He may find your credit card number stored there from buying online, or use the information gleaned from your computer to use your ISP account for illegal activity, like distributing child pornography

How can I stop hackers from gaining access to my computer?
1. Only download or accept files from reliable sources.

2. Use a firewall to block unauthorized access to your computer. 

3. Install a good virus scanner program and update virus information files at least weekly

4. Do not keep passwords, bank or financial account numbers, or other personal and confidential information on your computer's hard drive.

5. Store this type of information on removable disks (floppies or zip disks).

Virus
Simply stated, a virus, Trojan or worm is a small program written to cause harm to one or more computers or networks. A Virus, Worm or Trojan can also be designed to retrieve information from your computer to be delivered to an attacker for future use. For example credit card information, passwords, and security access codes.

If you have any of the following symptoms, your computer may be infected. 
1. Does your computer suddenly take longer to start up? Do program sizes keep changing? 

2. Do you keep running out of disk space?

3. Do you keep getting 32 bit error messages? 

4. Your computer won't boot up. File names are strange or keep changing. You can't access your hard drive without booting from a floppy startup disk.

5. Your computers CMOS settings keep changing - and you have a new CMOS battery. Your computer is sending out emails that you didn't write. 

6. Strange unexplained things are happening with your computer; e.g. the CD ROM opens and closes when no one is using the computer. 

7. Monitor your children's Internet activity by checking all of the sites visited.

Tips to keep you safe online
1. Never send money to an unsolicited e-mail or a posting you spotted on the Web. Never agree to a meeting with someone who has posted a fabulous offer. 

2. In-person meetings give the con artist a chance to turn on high-pressure sales tactics or even rob you.

3. If you are setting up an online identity for e-mail, be very vague. Do not give out personal information in a profile. 

4. Contact your ISP or local law enforcement if you receive suspicious or threatening e-mail. 

5. Be alert for any responses to e-mail that you don't believe you have sent. 

6. Be alert to e-mail bearing a return address you recognize, but with content that does not match the personality of the sender.

7. Look carefully at message headers for discrepancies between sender and provider. Acquire and use encryption software if you send e-mail containing confidential or sensitive information.

8. Web sites whose purposes are to commit fraud appear and disappear quickly, making it difficult for them to be tracked.
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It's not always easy to spot con artists. They're smart, extremely persuasive, and aggressive. They invade your home by telephone and mail, advertise in well-known newspapers and magazines, and come to your door.

Most people think they're too smart to fall for a scam. But con artists rob all kinds of people - from investment counselors and doctors to teenagers and elderly widows - of crores of rupees every year. 
Just remember... if it sounds too good to be true, it probably is.

If Someone Rips You Off
Report con games to the police, your city or state consumer protection office, or a consumer advocacy group. Don't feel foolish. Reporting is vital. Very few frauds are reported, which leaves the con artists free to rob other people of their money - and their trust.

Be a Wise Consumer 
1. Don't buy health products or treatments that include: a promise for a quick and dramatic cure. Quackery can delay an ill person from getting timely treatment. 

2. Never give a caller your credit card, phone card, or bank account number over the phone. 

3. Investigate before you invest. Never make an investment with a stranger over the phone. Beware of promises that include the terms "get rich quick," or "a once in a lifetime opportunity." 

4. Look closely at offers that come in the mail. Con artists often use official-looking forms and bold graphics to lure victims. If you receive items in the mail that you did not order, you are under no obligation to pay for them - throw them out, or return them. 

5. Be suspicious of ads that promise quick cash working from your home. After you have paid for the supplies or a how-to book to get started, you often find there's no market for the product and there's no way to get your money back. 

6. Beware of cheap home repair work that would otherwise be expensive, regardless of the reason given. The con artist may just do part of the work, use shoddy materials and untrained workers, or simply take your deposit and never return. 
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